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Abstract: In the information security domain social engineering is a
methods of attacks by malicious activates . Initially it is accomplished
through human interaction . Then turns the machine into mal functions .
Human and machine both are similarly used in social engineering attacks.
For the building block of SoE attacks article emphasize on the common
relationship reference on concepts other information security issues which
would be used for building blocks of SoE attacks among other security
measurement . Though hundred percent information security barrier is
impossible for any organization .However here discussing the various
fundamental terms used in security — related topics . Showing important
concepts in information classification as it forms a fundamental step
toward the building blocks for SoE attacks in the organizations.
Classification of business system and events was also addressed to serve as
a foundation for the discussion on disaster recovery (DR) and business
continuity . In this article also mentioned about an interesting technique
showing the relationship among other security terms for the building blocks
of SoE attacks . And discussing the methodology , that not as strong
encryption but reasonably useful in some scenarios requiring protection of
sensitive information.
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1. INTRODUCTION

Social engineering is the domain of study in information security . So , it is
essential for forming a right kind of background study and discussion on risk
assessment of SoE attacks and analysis it , which is the cornerstone for any security
management exercise in organizations (Vuorinen, 2013). Concepts development here



are important for the awareness of social engineering attacks . Showing in Figure
1.1 information security goal . These are also known as the three pillars of Info Sec.

Figure 1.1 showing information security goal . These are also known as the
three pillars of Info Sec.

The reality is that security starts and stops with the human element . If that
element fails , the entire system can be weakened rapidly . Social engineering attacks
is a bypass attacks in the information security domain . The methods of attacks
happened either by manipulation of human or manipulation of technology by
spreading the malware . However , given the information overload in the present
dynamic business environment , it is neither good to deal with too much information
nor good to provide employee and other business entities with ‘all’ the data .
Therefore , the organizations make data available to those concerned on a ‘need’ to
know ° basis . For this reason this article provide the conceptual view of information
classification for building block of SoE attacks in the organizations (Clay Posey,
2015). . Despite the proliferation of enterprise resource planning (ERP) systems and
other integration technologies , many organizations store their related data in several
disconnected systems , each of which is available to a limited number of people
within specific departments . For example , an accounting system contain customer
records , transactions and payment histories . Prospects or donor records may exits
in a contract management system or outlook . Correspondence may exit within saved
word documents on a server and email are scattered across any number of desktops
in different departments (Thompson, 2010).

2. LITERATURE REVIEW

Social engineering is the context of information security area . The purpose of
SoE attacks is to get confidential information from the system access . When
backing to the security idea , some common term come , such as electronic security ,
it is like protecting the result from all measures designed to deny unauthorized
persons information of value that might be derived from the interception technique
or any other illegitimate means of the obtaining information . In the — repudiation by
which the sender of data is provided with a proof a delivery and the recipient is



assured of the sender’s identity (ID), so that neither can later deny having processed
the data . This concept is connected with the concept of ‘electronic signature “ . The
term ‘electronic signature ‘ refers to the process and operate on a message source
authenticity and integrity , and source of non-repudiation. Whereas ‘encryption’
refers to the modification of data for security purposes prior to their transmission so
that they are not comprehensible without the decoding method. ‘cipher® is the
cryptographic transmission that operates on character or bits of data. ‘cryptanalysis
> being able to ‘break’ the cipher so that the encrypted message can be read. It can
be accomplished by exploiting weaknesses in the cipher or in some fashion
determining the key. ¢ Cryptography’ refers the methods for rendering the encrypted
information to an intelligible form (Sumner, 2009). The word ‘cryptography’ comes
from the Greek words kryptos meaning hidden and graphein meaning to write .
‘Denial of Service’ (Dos) attacks is one kind of information security attacks where
to make an online service unavailable by overwhelming it with traffic from multiple
sources. Targeting a wide variety of potential resources (Downing,2010). ‘Timpest’
is a short name that refers to investigation ,, study and control of compromising
emanation from telecommunication (TC) and automated IS equipment . This term is
often used in connection with military/ defense application . ‘“Tempsest test’ is yet
another term used in connection with military / defense applications . It refers to
laboratory or on —site test to determine the nature of compromising emanations
associated with TC or automated IS . ‘TC’ and automated information system
security refers the protection afforded to TC and automated IS , in order to prevent
exploitation through interception, unauthorized electronic access or related technical
intelligence threats and ensure authenticity . ‘Spoofing’ is kind of interception ,
alteration and retransmission of a cipher signal or data , in such a way as to mislead
the recipient . Spoofing refers to an attacker deliberately including a user (subject)
or a device (object) into taking an incorrect action by giving its incorrect information
. “‘Steganography ’ is the term used in information security that is a kind of art of
hiding the existence of message without causing any significant change in the image.
The word ° steganography’ comes from the two Greek words strgano manning °
covered’ and graphein meaning © to write’ . Steganography can be detect the illegal
copying of digital images (Abawajy, J. 2014). Thus , it aids confidentiality and
integrity of the data . Finally the most serious information security attacks is social
engineering attacks. Though there are some misconception regarding SoE attacks .
This work come form political science domain. According to American journal of
Society in 1894 the Dutch Industrialist J.C Van Marken (de) was used that term
social engineering . But now at 21th century this word is diverted- so , it refers to
influence particular attitudes and social behavior on a large scale , whether by
private groups , government or media in order to produce desired characteristics in a
target group . But social engineering in the domain of information security is
different things . It is not an influential person but it means of technique or



mechanism or way of work to attack on people , group , business by sending
malware or by psychologically manipulation of people into performing action or
divulging confidential information (Major, 2009) .

3. METHODOLOGY

The domain of Info Sec , the concept of ‘ confidentiality is used in building
blocks for SoE attacks . As an attempts to prevent the intentional or unintentional
unauthorized disclosure of message contents . Loss of confidentiality means there
are no building blocks for SoE attacks , and that can occur in many ways, such as
through the intentional release of private company information or through a
misapplication of network rights such as social media . Another important concept
in info Sec is integrity . This concepts affects in building blocks for SoE attacks .
However , the concepts of integrity ensures that Modification are not made to data
by unauthorized personnel. Unauthorized modification are not made to data by
authorized personnel. The data are internally and externally consistent , that is
internal information is consisted among all subentries and the internal information is
consistent with the real world , external situation (Tham, et al., 1991).

The last of the important triad in Info Sec is availability . Which is the main
components for building blocks of Soe attacks . The concepts of availability ensure
the reliability and timely access to data or computer resonances by the appropriate
personal (Kim, 2013) . So , availability is necessary to building block for SoE
attacks. In a words availability guarantees that the systems are up and running when
they are need. It means organization’s have full building blocks against any kind of
SoE attacks . In a words availability guarantees that the systems are up and running
when they are needed . It means organization’s have full building blocks against any
kind of SoE attacks . In addition, this concepts guarantees that the security service
needed by the security practitioner are in working order . The term automated
information system security is synonymous with computer security . And social
engineering attacks is the domain of study of information security . Social
engineering attacks is a mechanism or way to attacks in the organizations .
However, identification , authentication, accountability , authorization and privacy
are the information security terms , that are used for the building blocks of SoE
attacks in the organizations . Identification means the user claim their identities to a
system. It is most commonly used for access control and is necessary for
authentication and authorization. The main target to building blocks for SoE attacks
is to protect the assets such as information . As a matter of fact , social engineering
attacks is one kind of psychological manipulation of human . However |,
authentication means by which user claim their identities to a system . It is most
commonly used for access control , and is necessary for authentication and
authorization. So, that strong authentication is needed for the building blocks of SoE



attacks . Whereas accountability refers a system’s ability to determine the action
and behavior of a single individual within a system , and to identify that particular
individual . Audit trials and logs support accountability . Since employee behavior
can have a big impact on the organizations. So , that it is important for
accountability in the system regarding the building blocks of SoE attacks . But
authorization is the rights and permissions granted to an individual (or process)
which enable access to a computer resource . Once a user’s ID and authentication
are established , authorization levels determine the extent of system rights that an
operator can hold . Thus , authorization is the access rights granted to a user |,
program or process . Another thing is privacy which means the level of
confidentiality and privacy protection that a user is given in a system . It is an
important component of building blocks of SoE attacks . Privacy guarantees not
only the fundamental tenet of confidentiality of a organization’s data , which is being
used by the operator .

4. INFORMATION CLASSIFICATION FOR THE PREVENTION
TECHNIQUE OF SOE ATTACKS

Having discussed some security terms in this article , for building blocks of SoE
attacks , now turn to another important topic from information security perspective :
information classification . Generally speaking , organizations like to ‘classify ’ their
information for suitable treatment in terms of building blocks for SoE attacks . It is
not possible to protect all the information in the organizations. There are several
reason why the organizations (government , private , public and defense ) like to
classify information. The main reason is that not all data / information have the
same level of importance or same level of relevance/ criticality to an organization .
Some data , such as trade secrets , formulae (used by scientific and / or research
organizations) and new product information (such as the one used by marketing staff
and sales force), are so valuable that . their loss could create a significant problem
for the enterprise in the marketplace by creating public embarrassment or by causing
a lack of credibility . Events like those could damage the company’s goodwill . Thus
, it is obvious that information classification provides a higher , enterprise-level
benefit . The primary purpose is to enhance CIA is to building block of social
engineering attacks in the organizations (Manske, 2006). It is well known that in
most countries , information classification has had the longest history in the
government sector . It’s value has been established , and it is a required component
when securing trusted systems . However , in this article discussing how information
classification is primary used to prevent the unauthorized disclosure and resultant
failure of confidentiality due to SoE attacks .The other reason for information
classification may also be the compliance required with privacy laws and legislations
, or regulatory compliance . A organizations may wish to employ classification to



maintain a competitive edge in a tough marketplace . There may also be sound legal
reasons for a company to employ information classification, such as to minimize
liability or to protect valuable business information. In all , classification of
information and information assets helps organization to apply security policies and
security procedures toward protection of information assets that are considered
critical (Zhou, 2015) .

Thus , the key points is that information produced or processed by an
organization must be classified according to the organizations sensitivity to its loss
or disclosure . These data owners are responsible for defining the sensitivity level of
the data (Alan E. et al.,2006).] . This approach enables the security controls to be
properly implemented according to its classification scheme . And crating the
building blocks for SoE attacks .

A convincing sample collection methods was done regarding the experience of
SoE attacks in the organization , there were total 87 questionnaire were distributed
in the organization and 39 returns , so 44% response rate .However the experience
of SoE attacking risks , respondent response were regarding suspicious mail or
unexpected called , 30% had shown such experienced and 69% had shown not this
type of experience.

Regarding unexpected mail 41% had not get any this type whether 58% had this
experienced.

Questionnaire were asked whether employee noticed any unauthorized person
without proper id worked in organization 30% respond that had never seen any type
of people but 25% had this type of experience. Even what would be the decision
would they take , so the response were 15% said blocked the number, 7% were
respond that cancel the call, 9% were delete the mail , 20% were respond contract
with security expert and 27% were respond about block the number .So the
respondent table 1 would be as below .

Table 1 : Showing the respondent response table

Experience of f Rel f cf Percentile
SoE attacks 1

No 13 0.33 39 100

Yes 26 0.66 26 66

Total 39




Experience of f Rel f cf Percentile
SoE attacks_2

No 12 0.30 39 100
Yes 27 0.69 27 69
Total 39
Experience of f Rel f cf Percentile

SoE attacks 3

Block the mail 12 0.30 39 100

Contract with 10 0.25 25 64
security expert

Delete the mail 6 0.15 17 43
Cancel the call 3 0.07 11 28
Block the 8 0.20 8 20
number
Total 39

5. INFORMATION CLASSIFICATION: VARIOUS ROLES IN THE
ORGANIZATION

From the security perspective , the role and responsibilities of all participants in
the information classification program must be clearly defined . A key element of the




classification scheme is the role the users , owners or custodians of the data play in
regard to the data . The role that owner , custodian and user play in information that
must be classified with their responsibility . Concepts such as these are important
for project leaders and project managers in software development organizations even
from configuration management and data management perspective , aspects that are
emphasized by continuous improvement methods such as the International
Organization for Standardization (ISO) 9001:2000 and Software Engineering
Institute’s (SEI) , Capability Maturity Model Integration (CMM-I). These are the
methods used for security purpose (Oleksandr Korchenko , 2010). And all of these
used to give concept for the building blocks of SoE attacks .

6. EVENT CLASSIFICATION IN THE ORGANIZATION

The concept of disaster recovery and business continuity is important for
building block of social engineering attacks . Basically disaster is an event that
causes permanent and substantial damage or destruction to the property equipment ,
information, staff or services of the business . However , crisis is an abnormal
situation that presents some extraordinary high risks to s business and that will
develop into a ‘disaster’ unless carefully managed . Whereas catastrophe is the
major disruption resulting from the destruction of critical equipment in processing .
Figure 6.1 showing the relationship among the building blocks of SoE attacks with
various security — related terms .

SoE attacking Threat | Gives rise to
Agent

Exploits Exploits
' SoE king Threat
| soE attacking Leads to
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Figure 6.1 : Relationship of building blocks of SoE attacks among different
security concepts

7. CONCLUSION



Information in an organizations will continue to face threats that is given global
paradigm in today’s digital economy . Building block of SoE attacks is one kind of
management to address the security issues by forming appropriate security . The
matter of security implementation is complex and all organizations must be involved
to understand and commit to the relationship among other security issues for
building blocks of SoE attacks . Strong encryption is best way to protect the
information . But social engineering is one kind of bypass attacks happening in the
information security domain . It will be an smart idea for all organization to make
blocks for the social engineering attacks . In the global context for the building
blocks of SoE attacks threats to the information , it is clear that many business
processes do not work without reliable IT systems , so confidentiality and thus
integrity and availability of information are of high importance in today’s business
life . So, in this article showing the concepts about how the building block of SoE
attacks helps organizations to save the assets such as information.
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